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for CNN based face recognition
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Abstract: Recognizers based on the convolutional neural networks (CNN) have been widely used in face
recognition because of their high recognition rate. But its abuse also brings privacy protection problems. In this
paper, we propose a local background area-based face confrontation attack (BALA), which can be used as a
privacy protection scheme for CNN face recognizer. Adding disturbance in the local background region overcomes
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the loss of original facial features caused by adding disturbance to the foreground face region in existing methods.

BALA uses a two-stage loss function, graying, and homogenization methods to better generate adversarial blocks

and improve the adversarial effect after digital to physical domain conversion. In the photo retake and live shot

experiments, BALA's attack success rate (ASR) against the VGG-FACE face recognizer is more than 12% and

3.8% higher than the current methods.

Keywords: face recognition; CNN; adversarial attack; background; physical domain
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Fig. 1 Scheme of facial adversarial attacks. Panel A is a physical foreground attack with an adversarial patch (patch image from

Mikhail et al.l"); Panel B is a physical adversarial background attack, and panel C is a digital adversarial background attack.
Every attack approach aims to mislead a face recognizer with an incorrect class using adversarial examples

220266-3



KRR, S5 JEH TR, 2023, 50(1): 220266

https://doi.org/10.12086/0ee.2023.220266

2.2.2 WA

ASCHR T AR A AR SRR (M) Tk
WAl 3 Fras o 205 5T LA ROk s 7e R8T
FEFP BRI . RZHONA I NS #8227 A2 40
AR, b R AR o R 5 AR5 W
EEH, T E AN R DA, Gl ARA
XHTishsk.

HARSRUL, AR ST T A I vk 3RAS T 6t
A (] 3(b) Y EE L) BYECRIMEFETE (1 3(b) H Y
ZREOAEIE) BIUAS £ 51@%1&11_ Ao RAETLBH AR
S AE DA T P R AR Al A (5] 3(b) Y

ZLAAR0), IR ey XBRCE S 15 3(0)

DBy, 108 G A 35 4 B A O 3(c) Hh Y PR

X3R).

2.2.3 PR

L x NEAGS B P R PUOREA, xS

Je AR, BRI Y FEAS 2]

G , M Q) R sh, #iishiR

2R DX B R TR R A 4 2R A5 L,

FILIZRE, HB A AR EOA B YR

BRSBTS R S RS R, AT PR
0 =¢"sign(dL/ox") , 2)

| |
| |
| |
1
| |
ol |
Wi | ( &
AR | At e
|
| X
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
!lll
‘ 1
‘ 1
! ,
\ }
@A | e | sl
A 2 BALA FA —AstiRhshhe)ifg. 205, 25 BB A K.

o A mA K S Bt

T(s) AT — 77| 6 h 28 L 3k

Fig. 2 The scheme of generating an adversarial patch in BALA. This scheme mainly consists of three parts, mask generation,
perturbation generation, and perturbation further improving. T(*) represents a set of transformations

B3 A1,

(b) I & 49 SR IIRAE SR T K RAE L

(c) WA & EANT IR, & AT REAESHAF®NEE,
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an adversarial patch, and the red point represents the specific candidate
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averaging; (c) Generated gray patch with averaging; Images (d), (e), (f) are corresponding re-taken images (a), (b), (c), respectively
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Table 1 Photo re-taken experiment results over set-A1 in terms of average ASR(%)

&SN T E A
LaVan'™ 96.7 58.4
Adv-patch™ 97.5 65.1
BALA 94.6 78.0
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(LaVAN"") fit i 432 B Pl i se e g o . st
PERERY N R T R B T AR R R AIE 55 2 (Al 22
S, VAN BALA (1) 52 56 37 5% 08Ok 2 < (0 15 BT i
B

Y53 ASCRH RN G4 5IREE T 100
s A RIS AR B AR R . ARSI R A AL
W S AEFSE B LT, X Rl — A4 100 kR
R AR R TR sh s . FEsEge T, R AR
B PR I 3 B 10 em, 20 em A 50 em.
7610 cm PIEES I E R, BALA 7E4 337 59050
55 %) ASR(75.0%) . Adv-patch 75 1 /8 13.8%, iX
i BALA LT Adv-patch fY LA R AT LAZE 20 cm
150 em FBE B IR B SR PSR R, W 2 foR. A
A XL s MG AN X PL it shB i S B ok
BORE (A 9 From), R IR SR AT
SORTATSCZ B B, LA RE I 6 M 885 S pidl
SIRFIHT AN [ 9(b) R XTI s R a7 5
Bt A SR BRI AS o 5] 9(c) R AR
BR, & 9(d) AR Z IR 2O EE .

LaVAN

BALA

Adv-patch

B8 ABAEFMHERY, LavVAN, BALA Fo Adv-patch Z#F 7 ik 4 A egxtiitE AR, (a) ZB4EARE B ;
(b) AT iuhahh B 7B H X ARG TR A () AT H VGG-FACE 25 69 48R £ 5 xf 51 9 B 4%
Fig. 8 The adversarial examples generated by LaVAN, BALA, and Adv-patch in re-taken experiment. (a) is the original face image;

(b) Present re-taking photos after displaying the adversarial patches on the background;
(c) Present images of incorrect output classes from the VGG-FACE

K2 EEEAMT, BFEMFEF A FAHFHRZN R IE S 69-F 3 ASR(%)

Table 2 Average ASR (%) of the different distance between foreground face and background screen in real-world experiments over set-A1

10 cm 20 cm 50 cm
Adv-patch™ 61.2 56.3 51.2
BALA 75.0 69.2 62.4
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4 HEASKIE

4.1 BALA f¥—LI1ER

ARSI JCHIE AL . 2x2 S84 1 4x4 408
OV 10 7 1 AR LT AR TRIFR 288 ) % Bt 46 3h Bt 30 E
BALA ¥ —fbiEH . 46 A R —EHR XL
e sh B i 7R BN E 10 FroR o AR E A 480 {8 Ak 2R
(141 10(a)) ik 4x4 LBIRIMEALER (5] 10(c)) BIXFHLHL
e, RH 2x2 AREIEALFE (5] 10(b)) ik r=Em)
XTI sl =LA B i X1

FIRBEAT O AL ER B X e s 30 A 21
Peshany, (B RXHRSCR S DT 3830 Py 3 e
P B E K 5 2x2 4RI (A AL BE A% T AR

o, A E AR HUREAS S 7E ) 5 S S R
fik 6.8% 9 ASR, 7E [ F 540 55 55 BE AR 6.5% 1Y
ASR, 4 3 i, 5 2x2 SREE AL P )T HEAH 1
44 F 408 4 2 (1 Ab B 60 X5 BOREAS A5 PR A 52 36 P Y
ASR ¥JEAIK 7% VA b, FEECTF I EAR Y 20%, 4N
3R, Bk, HER RARER, PR 2x2 4RI
{H AL PRI 2:7E BALA AR O shibe

4.2 BALA ik B HI1EH

AR SCA AR SE T HEAT B RE AR 2E AT K BE AL
(BALA-Color) 4= i (19 % Hit 4 3h He 1 R . BALA-
Color 7EALF B th 508 TR S0 ASRGE N 2.6%),
{A7E Yy FRER IR R T4 S50 1) ASR 2 KR T FE (F
B 11.7%), W4 3R, R ERf,

B9 @it BALA A5 FHEHh T Z At R, (@) BB A, (b) BhaFme)| T B THMBIBHRA; (c) T
ABZ G a3t AR, (d) VGG-FACE W %4 ik 6945898 4 K 2t 57 49 A
Fig. 9 The adversarial examples generated by BALA in the real-world experiment. (a) The original photos; (b) Present re-taking photos after

displaying the adversarial patches on the background; (c) Present adversarial examples from the cropped faces; (d) Present face images of
incorrect output classes of the VGG-FACE network

A 10 RAKREAC BALA £ R KRR 6938 ik sh k. (a) RIMEF ARG KR

(b) R 2x2 ARIBIGMAAL A G HFh R, (C) RI 4x4 AR AL A AR 49K Fh R
Fig. 10 The diverse averaging images of BALA with graying. (a) Generated patch using no averaging approach;
(b) Generated patch by averaging pixels in 2 x 2 region; (c) Generated patch by averaging pixels in 4 x 4 region
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&3 &4 AF BALA 6934 — AR T 69-F ) ASR(%)
Table 3 The results of averaging effect of BALA over set-A in terms of average ASR(%)

BALA BALA-Color
JeiE 2x2 4x4 2x2
ERLGT 98.7 94.6 75.4 97.2
T E 4 715 78.0 70.2 66.3
Yt dnuGh 62.4 69.2 60.3 55.4

BALA-Color FJASR(55.4%) [tBALA(69.2%) {i13.8%.
X HSE LRI TR A AR P PR Y A

43 T i

IRSEERERE AR I R AT S X
EA BRI/ sh ek Bl VGG-FACE #2: %)
SRR AT o AN SR — 25 XL s i Ak
FRALBEE S50, BALA 6 1T LAy Ak B L BB A Xt e
Peshble, &R AR SOR UL BRI A & .
WAL DL BB T DA Y, AR XA s B s bR
JE— LR (1] 8 ANIA] 10), BIANEF . HR S FIE
L4 Mikhail AR E L LM T MBS, H
W, WS A, AR A AR, xR
Shiz B —E R R YIE], SRR TR
(1) 5%, Aessemaitih st VGG-FACE #iA1f
AR

XU she A s R, R b JE R
FE4a#s UORAF XS i sk (140 PNG A% 20) HHA
JE4E UG A& 20 (610 PG 45), A3 Bt
FEAR ) AR v 2 S BAS T i

ARSCAESCH I B 2 SR T SEBR I g s i,
SHRGE LR TP S T S R R R,
B [ 5 1S SR BARPIL . 15 2 0 T SRR
PRBE ARG = A XA sh B . B BT R e . BEE
FELR L, HAERXGE, ANEEWERAV R B L s
B RN AN E TEARRMZ LA, HigT,
fEFASCR I, R e T — B 7 S R ]
EGR F O B0 Bl R ABON B R0 85 04 1 5
KA

5 & it

ARSI T —Fp A O sh B T ik, ik
L /R AE Ty ST DUAE Y s rh e AU 2R
i, MRAELEE5H, BALA £ ASR J5 il F HoAh fe
Jeb T R BT E . BAAORUE, el EIASR T,

Y5 Adv-patch fil LaVAN #H b, BALA SZ8L T # i H
12% 1) ASRPERE . E R Im b, 5 Adv-
patch J77EHMIH, BALA ¥ ASR 4255 T 3.8%. ASCH2
Y BALA J7 ¥ 79 BB 58 rh s s S sh R
AT AXFHTAE R ARSI, 1 FLIE R ORUETE T 19
TR . DR TR B Ao s b, A
S NI 2 AT LN HGE S Sh A7
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Adversarial background attacks in a limited area
for CNN based face recognition

Zhang Chenchen'?, Wang Shuai™, Wang Wenyiz, Li Diran®,
Li Nan"?, Bao Hua**, Li Shugi**, Gao Guoqing™*
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The adversarial examples generated by BALA in the real-world experiment. Column (a) are the original photos. Column (b) present
re-taking photos after displaying the adversarial patches on background. Column (c) present adversarial examples from the
cropped faces. Column (d) present face images of incorrect output classes of the VGG-FACE network

Overview: At present, face recognition has been integrated into every aspect of everyone’s life, which makes face
privacy protection an important topic. Face image recognizers based on convolutional neural networks (CNN) have
been widely used, but CNN-based image classifiers are easily misled by adversarial examples with special human
perturbations, resulting in the false label. However, many physical facial adversarial generation methods used obvious
perturbation patterns in the foreground leading to hampering a clear face observation. Therefore, using physical
background perturbation patches may be a suitable way to not only against illegal face recognizers but also keep clear
face observation.

Taking advantage of the fact that adversarial examples can interfere with CNN face recognizers, this paper proposes a
privacy protection scheme for intelligent face recognizers. In order to overcome the loss of original facial features caused
by the addition of significant perturbation patches in the foreground face area by existing adversarial example
generation methods, this paper adds background adversarial perturbation blocks in the physical domain, so as to achieve
anti-unauthorized face recognition while maintaining all original facial features. Specifically, this paper proposes a novel
adversarial perturbation patches generation and addition method, called Facial Adversarial Background Attack in a
Limited Area (BALA). To the best of our knowledge, BALA is the first method to mislead face recognizers by modifying
real local background regions.

The innovation of this paper is that (1) BALA optimizes the gradient back-propagation efficiency by using different
loss functions in two iterative stages, so as to better generate perturbation patches; (2) BALA uses adversarial region
grayscale and averaging to strengthen adversarial effects after digital to physical domain conversion. In experiments, the
adversarial patches displayed on the background screen can mislead the VGG-FACE face recognizer without covering
any face area, and the adversarial patch area is only 8.4% of the face detection area. In the photo retake experiment,
BALA improves the attack success rate (ASR) by 12% compared with Adv-patch and LaVAN methods, and in the live
shot experiment, BALA's ASR is 3.8% higher than Adv-patch. These results demonstrate that our proposed BALA has
leading performance in adversarial attacks against background faces in the physical domain.

Zhang C C, Wang S, Wang W Y, et al. Adversarial background attacks in a limited area for CNN based face
recognition[J]. Opto-Electron Eng, 2023, 50(1): 220266; DOI: 10.12086/0ee.2023.220266
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