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All-optical vector visual cryptography with high
security and rapid decryption

Zhekun Chen and Minghui Hong*

Meta optics-empowered vector visual cryptography at the abundant degrees of freedom of light and spatial dislocation
can open an avenue for optical information security and anti-counterfeiting with a compact footprint and rapid decryption.
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As the world increasingly goes digital, any part of the ap-
plication that deals with e-commerce, banking, or fin-
ance requires the heaviest data security and encryption.
Information security is of utmost importance in various
applications, including anti-counterfeiting and commu-
nications. In the past decades, optical cryptography tech-
niques have gained considerable attention due to their
advantages of low-power consumption, high-speed par-
allel processing, and multi-dimensional capabilities'?
compared to their electrical counterparts. The new tech-
nology appearance of the optical cryptography, includ-
ing optical watermarking®, steganography*, and visual
cryptography>® open up a gate for securing information.
Current optical encryption strategies are difficult to be
popularized, suffering from bulky system volume, relat-
ively low-security level, redundant measurement, and/or
requirement of digital decryption algorithms. The vast
majority of meta-optics-based cryptography techniques
can be potentially cracked by adjusting the polarization
state of input and output light or illumination
wavelength, leading to a limited security level’. Conven-
tional approaches to enhance the security level are com-
bining holographic cryptography with computational
imaging®, significantly impeding the decryption speed

and measurement convenience. The main bottleneck in
this realm is to achieve high security and rapid decryp-
tion speed simultaneously. The spatially varied polariza-
tion property of vector light*!® is not fully exploited in
optical cryptography. Therefore, it is crucial to develop
new techniques that can fully exploit the degrees of free-
dom in light for optical cryptography without resorting
to indirect imaging methods. Such techniques would en-
hance the security of optical cryptography while retain-
ing the benefits of parallel processing, high-speed, and
low-power consumption properties.

In a recent paper published in Nature Communica-
tions'!, Xiangang Luo and his team at Institute of Optics
and Electronics, Chinese Academy of Sciences propose a
new encryption and decryption method based on the
vector optical imaging of a single meta-device, called
vector visual cryptography, to solve the bottleneck prob-
lem in this realm, i.e., high security and rapid decryption
speed can hardly be achieved simultaneously in an all-
optical manner. The key physics behind is the custom-
defined vectorial synthesis between the opposite spin
components enabled by spin-decoupled metasurfaces,
including the spin-division of a complex-amplitude op-
tical ciphertext, single-to-dual or dual-to-single mapping,
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and complex interference with spatial dislocation. Con-
sequently, the complex encryption process can be re-
versely decrypted via a compact meta-camera with an in-
stantaneous measurement.

Figure 1 demonstrates the concept of the meta-cam-
era, including two elements. Pixel-wise spatial disloca-
tion and overlap are generated between the two spin rep-
licas of a ciphertext image via spin-decoupled dual-axis
metalens. A vector sensor is used, including a vector po-
larization analyzer attached to a photodetector. The ima-
ging mechanism of the decryption camera is equivalent
to the reversal process of the coding procedure. The
metalens separates any pixel to the vector coherent syn-
thesis of RCP and LCP components at the overlapping
region on the image plane under the illumination of lin-
early polarized light. Furthermore, the vector visual cryp-
tography is demonstrated at the wavelength of 10.6 pm
to prove the proposed concept. All-silicon nanopillars
are arranged in a square lattice with the period and
height being kept as meta-atoms, which are fabricated by
direct laser writing. Optical ciphertexts with binary pure-
amplitude, binary pure-phase, and grayscale complex-
amplitude encryption are fabricated and also character-
ized. Optical ciphertext with arbitrary complex-amp-
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litude distributions is also decrypted directly by the de-
cryption meta-camera with proper design and a set of
matched key parameters. Security of the vector visual
cryptography is verified under different physical para-
meters. The decryption is failed when missing any of
secret keys. Confidential information can only be re-
trieved with relatively high image fidelity in a small area.
The hidden image can be reconstructed precisely at the
center of the hot spots.

The proposed vector visual cryptography is expected
to find applications in optical information security and
anti-counterfeiting with the advantages of a compact
footprint, high-security level, and rapid decryption. It
enhances a high-security level due to the abundance of
key parameters, including wavelength, phase, amplitude,
polarization, and spatial dislocation. These parameters
make it difficult to decrypt the system by try-and-error
attacks, significantly upgrading the security level com-
pared to scalar visual cryptography and polarization
multiplexed holography'?. In addition, such an approach
improves the decryption speed and measurement con-
venience significantly, which are of significance in the fu-
ture development of optical security®. Its potential for
all-optical image processing and intelligent recognition
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Fig. 1 | Schematics of a meta-optics-empowered decryption camera for vector visual cryptography'".
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makes it a compelling solution that can be integrated in-

to compact systems while maintaining high-security

levels and real-time decryption.
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