| Opto-Electronic

' Advances

QEX

2025.250098




Advances

CN 51-1781/TN ISSN 2096-4579 (Print) [ISSN 2097-3993 (Online)

Partially coherent optical chip enables physical-layer public-key encryption
Bo Wu, Wenkai Zhang, Hailong Zhou, Jianji Dong, Yilun Wang and Xinliang Zhang

Citation: Wu B, Zhang WK, Zhou HL, et al. Partially coherent optical chip enables physical-layer public-key encryption.
Opto-Electron Adv 8, 250098(2025).

https://doi.org/10.29026/0ea.2025.250098

Received: 6 May 2025; Accepted: 10 September 2025; Published online: 21 November 2025

Related articles

Research advances of partially coherent beams with novel coherence structures: engineering and
applications

Liu Yonglei, Dong Zhen, Chen Yahong, Cai Yangjian
Opto-Electronic Engineering 2022 49, 220178 doi: 10.12086/0ee.2022.220178

Physics-informed deep learning transport-of-intensity quantitative phase imaging: accurate phase retrieval
under partially coherent illumination

Linpeng Lu, Shun Zhou, Yanbo Jin, Xingyu Huang, Habib Ullah, Piotr Zdankowski, Maciej Trusiak, Malgorzata Kujawinska, Qian Chen,
Chao Zuo

Intelligent Opto-Electronics 2025 1, 250005 doi: 10.29026/i0e.2025.250005
Robust measurement of orbital angular momentum of a partially coherent vortex beam under amplitude and
phase perturbations

Zhao Zhang, Gaoyuan Li, Yonglei Liu, Haiyun Wang, Bernhard J. Hoenders, Chunhao Liang, Yangjian Cai, Jun Zeng
Opto-Electronic Science 2024 3, 240001 doi: 10.29026/0es.2024.240001

Full-dimensional complex coherence properties tomography for multi-cipher information security
Yonglei Liu, Siting Dai, Yimeng Zhu, Yahong Chen, Peipei Peng, Yangjian Cai, Fei Wang
Opto-Electronic Advances 2025 8, 240278 doi: 10.29026/0ea.2025.240278

More related article in Opto-Electronic Journals Group website E

Oﬁ ‘ Opto-Electronic
Advances Al
4 O F5har Ok 2 dh

http://www.oejournal.org/oea % OE_Journal Y @OptoElectronAdv


https://www.oejournal.org/oea/
https://doi.org/10.29026/oea.2025.250098
https://www.oejournal.org/article/doi/10.12086/oee.2022.220178
https://www.oejournal.org/article/doi/10.12086/oee.2022.220178
https://doi.org/10.12086/oee.2022.220178
https://www.oejournal.org/article/doi/10.29026/ioe.2025.250005
https://www.oejournal.org/article/doi/10.29026/ioe.2025.250005
https://doi.org/10.29026/ioe.2025.250005
https://www.oejournal.org/article/doi/10.29026/oes.2024.240001
https://www.oejournal.org/article/doi/10.29026/oes.2024.240001
https://doi.org/10.29026/oes.2024.240001
https://www.oejournal.org/article/doi/10.29026/oea.2025.240278
https://doi.org/10.29026/oea.2025.240278
https://www.oejournal.org/article/doi/10.29026/oea.2025.250098#relative-article
https://www.oejournal.org/article/doi/10.29026/oea.2025.250098#relative-article
http://www.oejournal.org/oea

Article

November 2025, Vol. 8, No. 11

Opto-Electronic

Advances

DOI: 10.29026/0ea.2025.250098
Partially coherent optical chip enables
physical-layer public-key encryption
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Bo Wul, Wenkai Zhang?, Hailong Zhou'*, Jianji Dong'*, Yilun Wang?
and Xinliang Zhang!

Public-key encryption is essential for secure communications, eliminating the need for pre-shared keys. However, tradi-
tional schemes such as RSA (Rivest-Shamir-Adleman) and elliptic curve cryptography rely on computational complexity,
making them increasingly susceptible to advances in computing power and algorithms. Physical-layer encryption, which
leverages the intrinsic properties of physical systems, offers a promising alternative with security rooted in physics. De-
spite progress in this field, public-key encryption at the optical layer remains largely unexplored. Here, we propose a nov-
el optical public-key encryption scheme based on partially coherent light sources. The cryptographic keys are encoded in
the incoherent optical transmission matrix of an on-chip Mach-Zehnder interferometer mesh, providing high complexity
and resilience to computational attacks. We experimentally demonstrate encrypted image transmission over 40 km of op-
tical fiber with high decryption fidelity and achieve a 10 Gbit/s optical encryption rate using a lithium niobate photonic
chip. This represents the first implementation of public-key encryption at the physical optical layer. The approach offers
key advantages in security, cost, energy efficiency, and compatibility with commercial optical communication systems. By
integrating public-key encryption into photonic hardware, this work opens a new direction for secure and high-speed opti-
cal communications in next-generation networks.

Keywords: public key encryption; partially coherent source; optical incoherent matrix

Wu B, Zhang WK, Zhou HL et al. Partially coherent optical chip enables physical-layer public-key encryption. Opto-Electron Adv 8,
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Introduction

The rapid development of digital communication and
data transfer technologies has underscored the critical
importance of secure encryption systems. Public-key
cryptography, a cornerstone of modern security proto-
cols, plays an indispensable role in enabling secure com-
munication over untrusted networks. Unlike traditional
symmetric-key encryption schemes, which rely on
shared secret keys and suffer from limitations in key dis-
tribution and scalability, public-key encryption elimi-

nates the need for pre-shared secrets, offering a more

practical solution for many real-world applications’.
Conventional public-key encryption algorithms, such
as RSA and elliptic curve cryptography, are grounded in
the computational complexity of solving certain mathe-
matical problems, such as integer factorization or dis-
crete logarithms?®. While these schemes have been ro-
bust against traditional attacks, advances in computing
power and algorithmic breakthroughs present signifi-
cant risks to their long-term security*. This vulnerability
has motivated the search for alternative encryption

paradigms that are intrinsically secure and resistant to
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such emerging threats.

Physical-layer cryptographic schemes have emerged as
an innovative response to this challenge. These ap-
proaches leverage the intrinsic properties of physical sys-
tems to achieve secure communication without solely re-
lying on computational assumptions. Among these, opti-
cal encryption has garnered significant attention due to
its ability to exploit the multiple degrees of freedom in-
herent in photons for encoding information. Additional-
ly, optical encryption benefits from the advantages of
large bandwidth and low power consumption, particu-
larly over long transmission distances. Over recent
decades, various optical encryption methods have been
developed, including those based on metasurfaces, com-
plex scattering media, and chaotic systems, which en-
hance the complexity of secret keys’'*. However, these
methods often assume pre-shared keys, a limitation that
restricts their practical application scenarios. Quantum
key distribution (QKD) exploits the principles of quan-
tum mechanics to ensure provably secure key
exchange'>'°, offering a fundamentally different ap-
proach compared to classical cryptographic protocols.
While QKD offers unparalleled security, it also intro-
duces challenges related to implementation complexity
and cost, limiting its widespread adoption. Despite these
advances, public-key encryption schemes that exploit the
unique characteristics of optical systems remain
underexplored.

Partially coherent optical sources have recently at-
tracted growing attention in information transmission,
optical encryption, and optical computing due to their
unique statistical properties’’-2°. Compared with fully co-
herent light, partially coherent beams exhibit reduced
spatial coherence and inherent randomness, which can
effectively suppress speckle effects and enhance robust-
ness against environmental disturbances®'*>. Recent
studies have demonstrated their advantages in physical-
layer encryption leveraging their tunable coherence and
complex interference behaviors*?!. However, these
schemes also rely on pre-shared keys, which introduces
additional security requirements for key management.

Here we introduce a novel public-key encryption
scheme based on partially coherent light sources. The
optical incoherent transmission matrix exhibits complex,
hard-to-reproduce physical characteristics and inherent-
ly conceals plaintext information, making it an ideal can-
didate for secure encryption. Leveraging the reciprocity
of optical linear systems, we demonstrate encrypted im-

https://doi.org/10.29026/0ea.2025.250098

age transmission over a 40 km optical fiber with high fi-
delity and an optical encryption rate of 10 Gbit/s using a
lithium niobate (LN) photonic chip. To the best of our
knowledge, this work represents the first implementa-
tion of a public-key encryption scheme utilizing partially
coherent light, offering advantages in security, cost, ener-
gy efficiency, and operating speed while unlocking new
possibilities for optical communication technologies.

Results

Principle of the optical public key encryption

The principles of public-key encryption are illustrated in
Fig. 1(a). In this scheme, Alice distributes a public key
through a public channel, enabling users to encrypt their
plaintext (e.g., x1, x2...). However, the corresponding ci-
phertext can only be decrypted using Alice's private key.
We implement this protocol at the optical layer using
partially coherent sources. By leveraging the reciprocity
of incoherent optical matrices, we have achieved secure
key distribution in our previous work, demonstrating the
system's robustness against detection attacks®. Here, we
extend this concept to public key encryption, as depicted
in Fig. 1(b). In our implementation, a partially coherent
optical source, such as an amplified spontaneous emis-
sion (ASE) source, is equally divided into two orthogo-
nal polarizations, which remain mutually incoherent.
These polarizations are coupled into two separate chan-
nels of an on-chip 2x2 Mach-Zehnder interferometer
(MZI) mesh via a polarization-splitting grating coupler.
After undergoing matrix transformation, the optical sig-
nals are recombined using a polarization-splitting grat-
ing coupler and transmitted through a public single-
mode fiber channel. The resulting optical signal in the
public channel constitutes the public key. Upon reach-
ing the recipient (Bob), the signal is processed by Bob's
on-chip optical matrix. To decode the public key, Bob
must train his optical matrix to equalize the intensities of
the two output channels. The entire public key distribu-
tion process can be mathematically expressed as:

1 2 f 1
bor()omenr (1), o

where M, S, and M, represent the forward transmission
matrices of Alice's MZI mesh, the public channel, and
Bob's MZI mesh, respectively, and k denotes the attenua-
tion coefficient due to link loss. Here |M|* denotes a ma-
trix constituted by the modulus square of each element
of a matrix M. For information encryption, plaintext is
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Fig. 1 | The principle of optical public-key encryption based on the incoherent reciprocal optical matrix. (a) An overview of the public key encryp-

tion process, where Alice distributes the public key to all users, enabling them to encrypt their plaintexts (x1, x2...xp). Only Alice, who retains the

private key, can decrypt the resulting ciphertext. (b) The practical implementation of the proposed public-key encryption scheme. Alice randomly

generates an optical matrix (M1) as her private key and transmits the public key by inputting an optical vector. Bob trains his optical matrix to pro-

duce a specific output vector and subsequently uses it to encrypt plaintext. The plaintext is encoded onto one lithium niobate on insulator modula-

tor, while a second modulator randomly splits the input signal before it enters Bob's optical matrix. Alice detects the correct plaintext at the trans-

mitting side using her private key. To ensure encryption security, the input optical signal to the on-chip matrix is partially coherent.

encoded onto the intensity of the partially coherent
source, which is then randomly split into two mutually
incoherent components. These signals propagate back-
ward through Bob's MZI mesh, the public channel, and
Alice's MZI mesh. The intensity of the backward signal
output from the polarization-splitting coupler corre-
sponds to the decrypted information. Combined with
Eq. (1), the decryption can be always expressed as the
scaled plaintext, given by:

Ep=(1 1)|M1TSTM2T|2(1PP)x

=k (1 1)<lfp)x

:kx, (2)

where x is the plaintext, P is the random splitting ratio,
and the transposition of the transmission matrices re-
flects the reciprocity of the optical linear system?. The
obtained result deviates from the plaintext information
by a constant multiple, which generally does not impact
the decryption process. In this case, Alice's private key
(her MZI mesh) is essential for ensuring accurate de-
cryption. The plaintext is encoded using a lithium nio-
bate on insulator (LNOI) Mach-Zehnder modulator
(MZM), with a secondary MZM cascaded as a random
splitter. Due to their large bandwidth, low loss, and high
linearity??%, LNOI modulators are ideal for information
encoding in this encryption system. The random split-

ting signal must operate at a rate of at least the same level
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as the plaintext to ensure effective encryption and pro-
tect against direct detection attacks. If an eavesdropper
attempts to tap into the forward and backward optical

signals, they will acquire two incoherent vectors:
1
1 )
_ T T 2 P
Ey = |S;M,| ( L p >x7

here, the transmission matrix of public channel is divid-

E: = |SM,|’ (

3)

ed into two components (S; and S, where $=8§,8,) ac-
cording to the eavesdropping point. The inability to de-
rive Eq. (2) from these incoherent vectors prevents suc-
cessful decryption. Fundamentally, the incoherent na-
ture of the partially coherent source obscures the phase
information of the original coherent optical matrix,
which is critical for accurate decryption (see Supplemen-

tary information Section 1 for more analysis on security).

Chip fabrication and characterization

The encryption and decryption components are integrat-
ed on the same silicon photonic chip, as illustrated in
Fig. 2(a). The 2x2 MZI mesh adopts a singular value de-

composition-based architecture”. To increase encryp-
tion flexibility, two additional MZIs are placed before
Bob's MZI mesh. Figure 2(b) displays the packaged chip,
where the grating coupler and polarization-splitting grat-
ing coupler exhibit insertion losses of 3.69 dB and 6.7 dB,
respectively. The thermal phase shifter requires 22.43
mW of power for a phase shift of 7, as shown in Fig. 2(c).
The plaintext encoding chip is fabricated on an LNOI
platform, as depicted in Fig. 2(d). The modulator has a
length of 1.1 cm, with an edge coupler insertion loss of 2
dB and a waveguide loss of 0.6 dB/cm. The packaged
chip is shown in Fig. 2(e). The half-wave voltage was
tested using a 50 kHz triangular-wave signal, with Fig.
2(f) presenting the measured optical transmission as a
function of the applied voltage. The half-wave voltage
was measured to be just 2.4 V. The bandwidth of the
modulator was also characterized, as shown in Fig. 2(g).
The S21 parameter demonstrates a 3 dB bandwidth of
45.5 GHz, underscoring its potential for high-speed en-
cryption applications.

Image encryption results
Although we have demonstrated that direct detection
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o L . LN

10 20 30
Power (mW)

Transmission

-2

Voltage (V)

0

2 0 20 40 60
Frequency (GHz)

Fig. 2 | Fabrication and characterization of the chip. (a) The fabricated encryption and decryption chip based on silicon photonic 2x2 MZI mesh.

(b) The encryption and decryption chip with optical and electrical package. (¢) The transmission of thermally tuned MZI with different heating

power. (d) The fabricated plaintext encoding chip based on LNOI MZMs. The orange arrows denote the propagation paths of the optical signals

within the chip. (e) The plaintext encoding chip with optical and electrical package. (f) The intensity of output light as a function of applied voltage.

(g) The bandwidth test of the LNOI MZM.
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cannot accurately extract the plaintext, the detected light
intensity in the transmission link remains statistically
proportional to the plaintext, partially exposing its infor-
mation. To further obscure the plaintext and enhance se-
curity probability, two pairs of coefficients are intro-
duced to Egs. (1) and (2):

Ep, = ( ]Ig ) = |M28M1|2( gé )7

Eb=(a a )\MITSTME\Z( kl(fsz) )"

—(k k) ( kl(fzfp) )xzklkzx, (4)

where, k; and k; are private to Bob, while a; and a; are
private to Alice. It is important to note that the addition-
al coefficients can be incorporated into the transmission
matrix without affecting the validity or effectiveness of
Egs. (1) and (2). The coefficients a; and a, are imple-
mented by adding a polarization controller to one of the
two polarization channels of the ASE source and can be
also achieved through integrated on-chip MZIs (see Sup-
plementary information Section 2 for the experimental
setup). The coefficients k; and k; are realized using the
two MZIs placed before Bob's MZI mesh. Simulations re-
vealed that optimal encryption performance and decryp-
tion fidelity are achieved when the ratios a;/a; and ki/k;
both lie in the ranges of [6, 10] or [1/10, 1/6] (see Supple-
mentary information Section 3 for details). In the experi-
ment, we selected a random large ratio for a;/a; and set
ki/k; to 1/8. The chip-to-chip transmission was conduct-
ed over a 40 km single-mode fiber with a typical loss of 8
dB. 50% of the optical power in the transmission link was
tapped out and detected as ciphertext. Figure 3(a) and
3(b) illustrate the iteration of correlation coefficient be-
tween the target ratio kj/k, and the measured ratio, as
well as the monitored power levels at two ports during
Bob's MZI mesh training (see Methods for details).
Thanks to the small number of tunable phase shifters,
the training process converges after only a few dozen it-
erations. Assuming a refresh rate of 10 kHz for the ther-
mal phase shifters, the time required for a single itera-
tion is approximately 1 ms, accounting for five phase
shifters with two voltage updates per phase shifter. Ac-
cordingly, the total time delay is estimated to be within
100 ms. To evaluate encryption and decryption perfor-
mance, 1000 random plaintexts were tested (Fig. 3(c) and
Fig. 3(e)). The decrypted data show a strong correlation
with the plaintext (Fig. 3(d)), while the encrypted data
are scattered in the plot (Fig. 3(f)), especially for larger

plaintexts. The mean square error (MSE) was used as the
metric for encryption and decryption quality:

MSE = %sum l(mag(P) — ma:(d))Z] , (5

where N is the length of plaintext, p is the plaintext vec-

tor, and d is encrypted or decrypted vector. The MSE
ranges from 0 to 1. A smaller MSE of the decrypted data
indicates higher decryption fidelity, while a larger MSE
of the encrypted data reflects stronger encryption quali-
ty. The tested MSE is 8.6x10~* and 5.2x1072 for the de-
crypted and encrypted information, respectively.

As the noise induced during encryption increases sig-
nificantly with larger plaintexts, while remaining nearly
constant during decryption, we normalized the image to
a range of 0.5 to 1 to enhance encryption performance.
Figure 4 presents image encryption results for a cat face
and a dog face (adopted from Animal Faces-HQ
dataset®®). The encrypted images are virtually indistin-
guishable, while the main features are preserved in the
decrypted images. The MSE values are 6.5x107,
5.9x1072, 2.8x10-%, and 8.2x1072 for the decrypted cat,
encrypted cat, decrypted dog, and encrypted dog, respec-
tively. The results demonstrate that both encryption and
decryption are achieved with high fidelity in our system.

Finally, we evaluated the high-speed performance of
the proposed encryption system (Fig. 5). A bit pattern
generator was used to produce a 9.95 GHz plaintext sig-
nal (OOK format), which was loaded onto the first LNOI
MZM. A microwave source generating a 7.2 GHz electri-
cal sinusoidal signal modulated the second MZM to cre-
ate random light splitting. The waveform and frequency
of the driving signal are carefully selected to maximize
the randomness of the optical power splitting. When on-
ly the plaintext signal was applied, both the eavesdrop-
per and Alice were able to obtain a clear eye diagram.
However, due to the higher loss of the optical signal af-
ter an additional chip, the signal intensity observed by
Alice was significantly lower than that of the eavesdrop-
per, resulting in a lower extinction ratio in Alice's eye di-
agram after optical amplification. Replacing the grating
coupler with edge coupler might lower the link loss and
improve the signal quality after decryption®. Notably,
both diagrams still represented the plaintext without en-
cryption. Upon applying the sinusoidal splitting signal,
the plaintext became encrypted. The eavesdropper could
no longer retrieve a clear eye diagram, while Alice's
decrypted signal remained nearly unaffected. This
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demonstrates successful encryption and decryption un-
der high-speed transmission conditions. Results for 1.24
Gbit/s and 4.98 Gbit/s transmission are provided in Sup-
plementary information Section 4.

Discussion

The proposed optical encryption scheme demonstrates
significant advantages over other physical-layer encryp-
tion methods in terms of security, cost, energy efficiency,
and speed. Unlike schemes that require pre-shared infor-
mation, such as the synchronization of chaos sources in
chaos-based encryption®, our scheme is fully private to
users, relying solely on knowledge of the basic protocol.
Security is guaranteed by the reciprocity of the optical
matrix and the intrinsic characteristics of the partially
coherent optical source, providing a robust advantage in
safeguarding communications. Additionally, the use of a
partially coherent optical source simplifies system de-
sign and operation compared to the narrow-linewidth
lasers or quantum sources required by other schemes.
This simplification significantly reduces the cost associ-
ated with source generation and detection'. Further-
more, encryption and decryption are performed entirely
in the optical domain, ensuring full compatibility with
commercial optical fiber communication systems. This
compatibility minimizes electrical energy consumption
and latency while enabling ultrafast encryption speeds,
positioning the system as a highly efficient and practical
solution for secure communication®.

9.95 Gbit/s OOK Eve

Before encryption

After encryption

Optical transmission networks further enhance the
proposed scheme by offering advanced multiplexing ca-
pabilities. The wavelength multiplexing capability, in
particular, has the potential to enable parallel encryption
in our proposed scheme, as shown in Fig. 6. Specifically,
Alice can utilize an ultra-broadband ASE source to dis-
tribute multiple public keys simultaneously across differ-
ent wavelength bands. Each user would encrypt their
plaintext using a designated wavelength band, while Al-
ice could recover the decrypted information using a de-
multiplexer. For instance, by leveraging the C+L band
(1530-1625 nm) and allocating a 10 nm bandwidth per
user, the system could support up to 10 parallel channels
for public key encryption. Given that the encryption
speed is 10 Gbit/s per channel, the system can achieve an
equivalent encryption rate of up to 100 Gbit/s,
demonstrating significant potential for large-capacity
encryption.

System stability is another critical consideration. Envi-
ronmental fluctuations—such as temperature drift, me-
chanical vibration, and component aging —can perturb
the transmission matrix, impacting the encryption key. A
key strength of our approach lies in its ability to perform
real-time key calibration, independent of the data chan-
nel (as illustrated in Fig. 1(b)). This enables continuous
public key updates without interrupting encrypted com-
munication, ensuring operational robustness under dy-
namic conditions.

The difficulty for an adversary to infer the private key

Alice

Fig. 5 | Eye diagrams of 9.95 Gbit/s OOK signal before and after encryption.

Public key
Private key
? Alice
WDM Bob;, -
x: ;2 ;n @A

WDM
Bob, o Xy e Bob, “ X,
@4, @A,

Fig. 6 | The parallel optical encryption enabled by wavelength multiplexing technology. WDM, wavelength division multiplexer.
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is determined by the system's key space. We estimate the
key space based on the degrees of freedom in Alice's 2x2
complex valued optical matrix, excluding global phase
and amplitude, yielding six independent parameters. As-
suming 8 quantized levels per parameter, the key space is
80=262144. Although this is a conservative estimate for a
proof-of-concept demonstration, significantly larger key
spaces can be achieved by adopting higher-dimensional
matrices —e.g., using spatial dimensions in multi-core
fibers as optical information carriers.

The energy consumption of the proposed scheme pri-
marily originates from the ASE source, optical modula-
tor, and thermal phase shifters. Assuming an electrical
root-mean-square voltage of Vine=1 V for the modula-
tor, its power consumption is estimated as Vimg?/50
0=20 mW. The total power consumption can be calcu-
lated as: P=Ps (ASE source)+Pyop (modulator)+Ppg
(phase shifter)=200 mW+2x20 mW+12x22.4 mW=508.8
mW. Given an encryption rate of 10 Gbit/s, the corre-
sponding energy efficiency is: P/10 Gbit/s=50.88 p]J/bit.
This energy efficiency can be further improved by reduc-
ing transmission losses and increasing the tuning effi-
ciency of the phase shifters.

Several factors currently limit encryption speed and
transmission distance. Chromatic dispersion, for in-
stance, introduces a trade-off between rate and range.
Our 10 Gbit/s experiment was conducted over a 1 m
fiber to exhibit the core encryption functionality. For
long-haul applications, dispersion can be mitigated us-
ing conventional solutions such as dispersion-compen-
sating fibers or operating at the O-band zero-dispersion
point. Data rate is also constrained by the modulation
and detection bandwidths, but with modern devices ex-
ceeding 100 GHz**, there is significant potential for
higher rates. Link loss is another limiting factor, as it de-
grades the signal-to-noise ratio and thus increases the
decryption mean square error. A clear roadmap exists for
future improvements. At the component level, replacing
high-loss polarization-splitting grating couplers with
edge couplers and integrated polarization splitter and ro-
tator will reduce insertion losses and enhance overall ef-
ficiency’*>. At the system level, the future heteroge-
neous integration of the LNOI modulation and silicon
encryption stages onto a single chip will eliminate chip-
to-chip coupling losses and significantly improve the
overall power budget™®.

Conclusion

https://doi.org/10.29026/0ea.2025.250098

In conclusion, we introduced a groundbreaking public-
key encryption scheme leveraging the physical proper-
ties of partially coherent light sources. Unlike conven-
tional cryptographic approaches that rely on computa-
tional complexity, our method exploits the reciprocal
and incoherent characteristics of optical systems to
achieve secure encryption at the physical layer. This ap-
proach inherently addresses vulnerabilities associated
with traditional encryption schemes, such as susceptibili-
ty to quantum computing attacks, by shifting the foun-
dation of security to the optical domain. Compared to
existing physical-layer cryptographic methods, our
scheme offers a distinct advantage by utilizing the unique
capabilities of photonic systems, such as compatibility
with high-bandwidth optical communication networks
and the intrinsic randomness of light's coherence prop-
erties. We demonstrated high encryption security and a
transmission rate of 10 Gbit/s using a highly integrated
photonic chip. By bridging the gap between optics and
cryptography, this work paves the way for innovative so-
lutions to the pressing challenges of secure communica-
tion in the digital era.

Methods

Optical matrix training algorithm

We use the gradient descent algorithm to train the Bob's
MZI mesh, aiming to maximize the correlation between
the target ratio of k;j/k, and the measured ratio by opti-
mizing the voltages applied to the thermal phase shifters.
The correlation is defined as the cosine of the angle be-
tween the target vector [k; k;] and measured power vec-
tor. The detailed training process is as follows:

1) Initialization: randomly initialize the voltages ap-
plied to the thermal phase shifters.

2) Gradient approximation:

e Increment the voltage by 0.05 V for each thermal
phase shifter and calculate the corresponding correla-
tion Corr(U+0.05).

® Decrement the voltage by 0.05 V for each thermal
phase shifter and calculate the correlation Corr(U-0.05).

e Estimate the approximate gradient of the correla-
tion using the formula:

G Corr(U 4+ 0.05) — Corr(U — 0.05)
0.1
3) Voltage update: update the voltages using the

. (6)

Adam algorithm, a fast-converging gradient descent
method, as described by the formula®”:
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U(iter + 1) =U(iter) + & (vier/(1 —

8)
[\l (L= B, + .

Viter :ﬁlviter—l + (1 - ﬁ1)G7
Siter :ﬁzsiterfl + (1 - ﬁz)G27 (7)

where iter is the current iteration number, « is the learn-

ing rate which is set to 0.05 during training, fi, 3>, and ¢
are hyperparameters set to 0.9, 0.999, and 108, respec-
tively. The initial values of viter and sjer are zero.

4) Iteration: repeat steps 2) and 3) until the correla-
tion converges.

5) Save optimized parameters: once the training is

complete, save the optimized voltages for deployment.

Experiment methods

The silicon photonic chip was fabricated using a 200 mm
CMOS process line, with a silicon thickness of 220 nm.
The plaintext encoding chip was developed on a 4-inch
silicon-based thin-film lithium niobate wafer, featuring a
lithium niobate thickness of 600 nm and a rib waveguide
etching depth of 300 nm. The modulator incorporates a
traveling-wave gold electrode, and the electrical signal is
applied to the Mach-Zehnder Modulator (MZM) using a
40 GHz RF probe. A triangular-wave signal, generated by
an arbitrary waveform generator (GIGOL DG4202), was
employed to evaluate the modulation efficiency of the
MZM. The bias point was set at the center of the linear
region, with the frequency fixed at 50 kHz. The output
optical signal was detected using a 200 MHz photodetec-
tor and compared with the driving signal by oscilloscope
(GIGOL DS4022). The modulator's bandwidth was char-
acterized using a 67 GHz vector network analyzer. Eye
diagrams of the plaintext, encrypted, and decrypted sig-
nals were recorded using a bit pattern generator (SHF
BPG 44 E), a microwave generator (Sinolink SLES24C),
an 18 GHz bandwidth photodetector, and an oscillo-
scope (Tektronix DSA72004B). Thermal phase shifters
and the MZM bias voltage were driven by a digital-to-
analog converter (LTC2688) controlled via a field-pro-
grammable gate array (FPGA) chip (7K325T). The ex-
perimental setup was managed through a personal com-
puter via serial ports, while the chip was thermally stabi-

lized using a thermoelectric cooler (TEC).
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